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struct sk _buff { /* These two nmenbers nust be first.
*/ [ *222°27°2°27°°?°27?°7??27?7?277, ????skb_buff _head*/
struct sk _buff *next ; struct sk _buff
*prev; | *2?22?22°?2??2?s0Ck???2?2?2?2?7?7?7?7?
???7??????°?°7?°7??7??7?7?7 2?7?77
???7??7???7?7??7?L4 ???2?2?°?°27?°27°2°°?7?7
??7?7???7??NULL*/ struct sock
*sk; | *222227?°??7°?°°°27??27?7?7 ???7??°?°?7?7
???7??7°°?7?7 ???????°27?7°27?°?27?°27°7°7?7 */ str
uct skb_ti neval t st anp; [ *2°?22°?°227?°27°°7?7
??7?7???2SKB????7?7? ?2??7?7%] struct net_device
*dev; [ *22222?°27?7°?22227?°27°7°7°7*%] struct ne
t device *i nput _dev; uni on {
struct tcphdr *1 h; struct udphdr *u
h; struct icnphdr *icnph;
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struct ignphdr *ignph; struct i phdr
*i pi ph; struct i pvehdr *| pveéh;
unsi gned char *raw, } oh; [ *22°22°27°%]
uni on { struct iphdr *i ph;
struct ipvehdr *| pv6h; S
truct arphdr *ar ph; unsi gned char *r
aw, } nh; [ *2°?2?2?27?*] uni on {
unsi gned char *raw, } mac; [ *???27?27?7?*%] [ *?2°?77?
?2??* 1] struct dst_entry *dst; /*1 PSec?
???°°7?7°°7?7°*] struct sec_path *sp; /
* * This is the control buffer. It is free to use f
or every * | ayer. Please put your private variables
there. If you * want to keep them across |ayers yo
u have to do a skb_cl one() * first. This is owed b

y whoever has the skb queued ATM */ / * SKB
e L L b b L P L L b b b b L L b b b b L L Ly char

ch[ 48] ; IRirkirirrirlrirlelrlolrlolrlolols

(dat a??), SG??????7?1/ O??7? ??FRAGLI ST?7??7?7??7

: [ * SG???FRAGLI ST??7?7??27?1 [ O??2?°?2?7?27?2?*%]

*/ mac_| en; uni o
n { __wsum csum
_u32 csum of f set; }i
IIraratardrd© © SYordrad | _u32
priority; [ *?2??2skb????2???*] us8
| ocal _df: 1, [ *?2??2?SKB??7?7
?2?* ] cl oned: 1,
| *2P20222722°% i p_sunmme

d: 2, [ *??payl oad
nohdr: 1, [ *2272°7?%]
nfctinfo:3; | % 2P209202222222222222227227

pkt _type: 3, | ¥ 299999+
fcl one: 2,
i pVS_pI" Opel" t y: 1, | X202 ???2???7?27?7

222222227% | __bel6 prot ocol ;
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| *skb??2?2222222?2skbh?2?22?2222?22?22?2?* Y,

oi d (*destructor) (struct sk _buff *skb); /
L L L L L L L L L L b b L b L L L b b L b L b L L L L L b L b b bl b bl

?2?7?°?7?27?27????Kconf i g???*/ #i f def CONFI G_NETFI LTER | *?27?27?7
?*/ struct nf_conntrack *nfct;# f defined(CONFI G _NF
_CONNTRACK) || defi ned( CONFI G_NF_CONNTRACK MODULE) S
truct sk_buff *nfct_reasm #endi f #i f def CONFI G_BRI
DGE_NETFI LTER [Raivararorarad| struct nf_bridge_inf
0 *nf _bridge; #endi f#endi f /* CONFI G NETFI LTER */ #i fd
ef CONFI G_NET_SCHED *??7???7?*/ __uleé
tc _index; [* traffic control index */#i fdef CONFIG
_NET_CLS _ACT [iraratardrite __uleé
tc_verd; [* traffic control verdict */#endif#e
ndi f #i f def CONFI G_NET_DMVA dma_cooki e_t dm
a_cooki e; #endi f #i f def CONFI G_NETWORK _SECMARK _u32
secnar k; #endi f _u32
mar K; /* These el enents nust be

at the end, see alloc_skb() for details. */ [ * 27?27?77
P?+27?7?7°7?7, 27?27?2727 en???7??? ??7??1 en+si zeof (sk_buff)*/

unsi gned i nt truesi ze;
| ¥ 2P 92927229% at omi c_t users:

2 dat a?t ai | 222722222222222722722222°227227+%/ Unsi

gned char *head,
*dat a, *tail,
*end; };

AJIEINREF R

EMZERPERBIRMH TRSERAIIEE | EXAXEINEEEARZWIRT , (B3I
TERIN SRR AT RRDA—3R5 | BN , BokiE, Hi%F. /97 S2FXLEIN8E
—RREBR BN REWRLEIsk_buff i IIENAIRRREE. FELL , sk_buffEiy
BRRSEH#ifdeliXHFITRIFIES. WTHEARNEEN.

CHED ulé tc_index; [* tr
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affic control index */#ifdef CONFI G NET _CLS ACT _ul
6 tc_verd; [* traffic control ve
rdict */#endif .

BA T FARZFFnet->sched FERIKconfig: 4 , RIMA FEXF :

menu " QoS and/or fair queuei ng" config NET_ SCHED boo
| "QoS and/or fair queueing"...config NET_CLS ACT boo
| "Actions” sel ect NET_ESTI MATOR ---hel p---...

.endi f # NET_SCHED endnenu

5 TEEHREHETRIAGNMER T , NRFETHRAZEEIRNSYNAIZE B
EXNAIKconfigIEFATLLY . FEEHNRE  ARmELE , ARLEGEIATE
HINEHREEREENM AR, —HK |, IRFELEIUENR T RiZEL
R, B S ZIRIRIE A A BER IR B 2R

[XEEF]] FTEC/C++ LinuxRSFEEZRAINES ZERHINEF812855908 ( S3kIEIiE
C/C++ , Linux , golang#zK , Nginx , ZeroMQ , MySQL , Redis , fastdfs , M
ongoDB , ZK , i7f&4A& , CDN , P2P, K8S, Docker , TCP/IP , 132 , DPDK , ff
mpegs% )
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struct
sk_buff
head headroom
data .
tail
end data
tailroom
skb_shared_info
Skb#Ia1k,

PZSIEERER | BRSO ECSKBIEIATHIRIRET | TESKBRIRIIIA R E skb_i
niteR{% Bl

void init skb init(void){ [ *2???2??SKB????2???27???27?7*
/ skbuff _head cache = knem cache create("skbuff head
_cache",
si zeof (struct sk_buff),
0,
SLAB HWCACHE ALI GN| SLAB_PANI C,
NULL, NULL); | *??
???SKB??7???7????27??7??27??°7?7?77 ?2??°7%] skbuff _fc

| one_cache = knem cache_create("skbuff fclone_cache",
(2*si zeof (s
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truct sk _buff)) +
si zeof (atom c_t),
0,
SLAB HWCACHE ALI GN| SLAB_PANI C,
NULL, NULL

)i}
S Edskb

Alloc_skb() B ECSKB |, #IREFXMAFFRM N ABRISEIR | XHEWE | £
PE—1SKBES , FEDEHRATF , —REHEEFX | —RESKBIEARFT.

struct sk _buff * alloc_skb(unsigned int size, gfp_t gfp_nas
K, int fclone, int node){
struct knem cache *cache; struct skb_shared_ i nf

o *shi nfo; struct sk _buff *skb; u8 *dat a;
[ *2°?22°227??27°2?2°?°27°7?% ] cache = fclone ? skbuff

_fclone _cache : skbuff _head cache; /* Get the HEAD
*/ [ *??27?27???cache?*/ skb = knem cache _all oc_n
ode(cache, gfp_mask & ~  G-P_DMA, node); I f (!skb)
goto out; /* Get the DATA. Size nu
st match skb_add ntu(). */ [ *??7?si ze*/ si ze
= SKB_DATA ALI G\(si ze); [ *22°272727??27??7??7?si ze????skb_sh
ared_i nfo????*/ data = kmal |l oc_node _track cal ler(siz
e + sizeof (struct skb_shared_info),
gf p_mask, node); I f (!data) got
0 nodat a; menset (skb, 0, offsetof(struct sk _buff, t
ruesi ze)); [ *??truesi ze??7?si ze+si zeof (struct sk _buff
) */ skb->truesi ze = size + sizeof (struct sk _buff);
atom c_set (&skb->users, 1);/*??2?2????21*/ skb- >
head = dat a; skb->data = dat a; skb->tail = d
at a; [ *??end?dat a+si ze??*/ skb->end = data
+ Si ze; /* make sure we initialize shinfo sequenti al
ly */ [ *skb_shared_i nfo??skb->end???*/ shi nf
0 = skb_shi nf o(skb); [ *2°?2°?°2°7?%] atom c_set (&
shi nf o- >dataref, 1); shi nf o->nr _frags 0;
shi nf o- >gso_si ze = O; shi nf o- >gso_segs = O;
shi nf o- >gso_type = O; shinfo->p6 frag_ id = O;
shinfo->frag_list = NULL; I f (fclone) {/*7?2?2?2?2?727
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?27?% ]/ struct sk _buff *child = skb + 1;/*???
??7skb??*/ | *22222?%] ato
mc t *fclone_ref = (atomc_t *) (child + 1);
| *2227?°27?%] skb->f cl one = SKB_FCLONE_OR
I G atom c_set(fclone_ref, 1);/*?2?2?2?2?2?2?21*/
chil d->fcl one = SKB_FCLONE UNAVAI LABLE;
}out : return skb; nodat a: kmem cache_
free(cache, skb); skb = NULL; goto out;}

& R Z R EU= EE ARIEIAN R

struct
sk_buff_head SKBI SKB2 SKB3
= next =1 next =1 next =1 next
prev - prev —= prev prev -
qlen=3 sk sk sk
lock

MERIBEHIBINTRSEE , SF7mM. A, HEASIES | tfEskbuff.h
.

Skb_shared_infoz5t4

ffalloc_skb()BZ! , Epeh o EEUEIR D DE. 7 —M%EH | EEIREFXAKRE
, RIF T SORRAVMIINER. W0F :

#def i ne skb_shi nf o( SKB) ((struct skb _shared info *
) (( SKB) - >end))

IZEEIENINT ¢

struct skb_shared_info { [*?2?2??2??2?2222?2??7??2?2SKB???2??2?72?27??27?7?7?7
?2?* atom c_t dataref; [*ip???2?2??2???2?7?*/ u
nsi gned short nr_frags; /*??GS0???NMsS???GSQ???27?7?2?27?72?27??27?27??27?27?7
VES???27?* unsi gned short gso_si ze; /* \\rn

ng: this field is not always filled in (UFOQ! *//*GS0?????Qgs
0_Si ze???????Q9sS0_Si ze????2???27???7?*/ unsi gned short gs
0_segs; [*?2SKB???7????GS0?7?*/ unsi gned short gso_typ
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e; __be32 | p6_frag_id; [*ip????2222?2?22?2?2??:1

AGLI ST??2?27??27??1 1 Q ?2?2?2?2?2?27?%/ struct sk_buff *frag_ |i
st; [ *1 p?2?2?2?7?°?72°27227?27?7°°27227?°27?7?°27% ] skb_frag_t

frags[ MAX_SKB FRAGS]; }; ??skb_frag t?????struct skb_fr
ag_struct { [ *2272°??7°272°°?°?°27?%] struct page *pa
ge; [ *222227?°27?7°2°2??27?°27°°°7*% ] __Uul6 page_offset
; | *222227?27?7°2°°727?°27?7°7?% __ul6 size;};
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