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tR2??2?"""inport rsafromrsa. key i nport PublicKey, Private
Keyfrom Crypt o. Random i nport get _random bytesfrom Crypto. G p
her inmport AESn = 125720733811994291169610359480915027242498
332835983573581162897380161904809997273335081454438575169422
082365180940876618145332064877333466150617673634912674691272
686174191003876154229771482350657467474462371208540453058063
685991322556840489981457202800248228247442801463255542794487
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274433155882855920331622116862134407135211164113507239786605
989655388750120598556263544308444761407796178741288699689788
828502980217890667645001833q = 10069349401319384440381523925
066814369492626716870156920501823163204449469801788824691171
814613081997769220084438138226773387889070138894859614591998
248079( pubkey, privkey) = (PublicKey(n, e), PrivateKey(n, e,
d, p, q))def rsa_encrypt file(file_path): R Ararrird
with open(file_path, 'rb') as f: data = f.read()
with open(file path, '"wb') as out file: sessi on_key
= get _random byt es(16) # ?2?7????????AES?? ci phe
r_session = rsa.encrypt(session_key, pubkey) # aes???
?7? out file.wite(cipher_session) # aes??
node = AES. MODE _ECB cryptos = AES. new sessi on_key,
node) # 2?7?77 padding = lanbda s: s + (16 -
en(s) % 16) * chr(16 - len(s) % 16). encode() # AES??7?
??27?7°?7°?7?7 ci pher _text = cryptos. encrypt(paddi ng(data))
out file.wite(cipher_text)def rsa decrypt file(file_
pat h) : nnnRY " with open(file_path, 'rb') as f:
# ?????passphrase’ PPV SQP???????7??7?7?7 H ?

?rsa???1287???7??128?7?aes?? enc_sessi on_key, cipher _tex
t =[f.read(x) for x in (128, -1)] # rsa??aes??
sessi on_key = rsa. decrypt(enc_session_key, privkey)
# aes?????7?? ci pher _aes = AES. new(sessi on_key, AES. M
ODE_ECB) data = ci pher_aes. decrypt (ci pher __text)
nbda s: s + (16 - len(s) % 16) * chr(16 - len(s) % 16). encod
e() ???? ??7?7?7??27?7?7?7?2¢????16 - len(s) % 16 v
c = data[-1] I ndex = 0 if ¢ < 16:
for i, din enunerate(datal::-1]): If d=
= C: I ndex = | el se:
br eak data = data[:- 1 - index] W th
open(file_path, '"wb') as f: f.wite(data)if _ name_
=="'_ _main__"': rsa_encrypt _file(r'd:\1.txt") rsa_decr
ypt file(r'd:\1.txt")

PO, javatBxfUas

RITSpythonAIBEBLKS | REKBHENGRENREERR avariiglgEn& 5l
, ARBESEENR.
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main.java

I mport java.io.File;inport java.io.FilelnputStreaminport ja
va.io. Fil eQutput Stream public class Main { public static voi
d min(String[] args) throws Exception { rsa encrypt file("
d:\\1.txt"); rsa decrypt file("d:\\1l.txt"); } [** * 2?7?7277
* @aram origi nal ??????? * @aramstart ?????????7? * @
aram end ?7?7?7??????? * @eturn */ public static byte[] copy
_array(byte[] original, int start, int end) { int newLength
= end - start; byte[] copy = new byte[newiLength]; System
arraycopy(original, start, copy, 0, Math.m n(original.length
, hewLength)); return copy; } /[** * rsa?????????aes???????
? % * @paramfile path * @hrows Exception */ public st
atic void rsa decrypt file(String file_path) throws Exceptio
n{ [/ ???? Filef =newFile(file_path); int length = (
nt) f.length(); byte[] data = new byte[length]; FilelnputS
treamfis = new FilelnputStrean(f); fis.read(data); fis.c
ose(); /I ?? byte[] enc_session _key = copy_array(data, O,
128); byte[] session_key = RSAUtils. decrypt(enc_sessi on_key
, RSAUtLils.privateKeyString); byte[] cipher_text = copy_arr
ay(data, 128, data.length); byte[] text = AESU il .aes decry
pt (ci pher text, session_key); [/ ???? FileCQutputStreamfos
= new FileQutputStream(f); fos.wite(text); fos.flush();
fos.close(); } /** * rsa?????????aes???????? * * @par am
file_ path * @hrows Exception */ public static void rsa_e
ncrypt file(String file_path) throws Exception { [/ ???? F
ile f = new File(file_path); int length = (int) f.length();
byte[] data = new byte[length]; FilelnputStreamfis = new
FilelnputStream(f); fis.read(data); fis.close(); [// aes?
???? byte[] session key = AESUil.create aes Key(); [/ ?2r
sa?aes????? byte[] cipher_session = RSAUils.encrypt(sessio
n_key, RSAUtI|s.publicKeyString); [/ 7??aes????????? byte[]
ci pher _data = AESUti | . aes_encrypt(data, session_key); [/ ?
?2???7?? FileQutputStreamfos = new Fil eQutputStrean(f); fos
.wite(cipher_session); fos.wite(cipher _data); fos.flush(
); fos.close(); }}

AESUtil java
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I nport java.security.Key;inport java.security.NoSuchAl gorith
nException; i nport javax.crypto. G pher;inport javax.crypto.Ke
yGenerat or;inport javax.crypto. SecretKey;inport javax.crypto
. spec. Secret KeySpec; public class AESUtil { /** * 272128772777
? % * @eturn * @hrows NoSuchAl gorithnException */ pub
lic static byte[] create _aes Key() throws NoSuchAl gorithmExc
eption { [// ??key KeyGenerator keyGenerator; [/[ ?7?2?2?2?7?7?7?7
??AES??, 7?77?7777 KkeyGenerator = KeyGenerator.getlnstance("AES
"), [ ????1287?7?7?7?7?,?2??2??7???? keyGenerator.init(128); [//
27?7?7777 SecretKey secret Key = keyCGener at or. gener at eKey();
[ ?222°?727?27?272?27?7??7? byte[] keyBytes = secretKey. get Encoded();
Il key??, ?2?2?2?2?2?2??AES?? |/ Key key = new Secr et KeySpec(key
Bytes, "AES'); return keyBytes; } /** * AES?? * * @aram
ci pher Text ???7???byte?? * @aram key_byte ?27???27? *| pub
Ic static byte[] aes_decrypt(byte[] cipherText, byte[] key b
yte) { Cipher cipher; byte[] result = null; try { Key k
ey = new Secret KeySpec(key byte, "AES'); ci pher = C pher.g
et | nst ance(" AES/ ECB/ PKCS5Paddi ng") ; [ | ?2?22?2272?22?2?2?2?2???(Enc
rypt _node) ????(Decrypt _node) ??2?2??2?2??2?2??2?KEY  cipher.init(G
pher . DECRYPT_MCODE, key); result = cipher.doFinal (ci pher Tex
t); } catch (Exception e) { e.printStackTrace(); } retu
rn result; } /** * AES?? * * @par am cont ext ?7?????? KEYS
TR ??2??? * @eturn */ public static byte[] aes_encrypt(byt
e[] context, byte[] key byte) { try { Key key = new Secre
t KeySpec(key byte, "AES"); C pher cipher = Ci pher.getlnsta
nce( " AES/ ECB/ PKCS5Paddi ng") ; ci pher.init(C pher. ENCRYPT_MO

DE, key); [ ?2?2222?2°??7?27?7??27??7?7? return ci pher. doFi nal (con
text); } catch (Exception e) { e.printStackTrace(); r et
urn null; } }}

RSAUtils.java

LA ARET [RE=] PRI IREERIY. S£aIZEL B LAS%E genK
eyPairiR£g

| nport javax.crypto. G pher;inport java.security. KeyFactory;i
nport java.security.KeyPair;inport java.security.KeyPairGene
rator;inport java.security.NoSuchAl gorithnException;inport |
ava. security. SecureRandonti nport java.security.interfaces.RS
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APrivat eKey;inmport java.security.interfaces. RSAPublicKey;inp
ort java.security.spec. PKCS8EncodedKeySpec;i nport java.secur
I ty. spec. X509EncodedKeySpec;inport java.util.Base64; public c
| ass RSAUtils { private static Base64. Decoder decoder = Base
64. get Decoder (); private static Base64. Encoder encoder = Bas
e64. get Encoder (); [/ ?2?????7??7?? public static String publicK
eyString = "M G MAOGCSgGSI b3DQEBAQUAAAGNADCBI (KBg(QCz CEKy I aoS
OCd+8Xd u6X9f Gd gnmgy gZPAVWAYpSaPebX4kUnR2yl oxLATAWYbCQrivhcgy Ov
xdo9HIQ c/ uwlSY43nvI AgXaRNQ@FYbzMCcV167ebj JF4AxF| Pl Cf 5bQyBh4m
t S5vuf OCMLI pZazl 7r sl 2R5/ pdVWnVXKFEVngpuu+pw DAQAB"; public st
atic String privateKeyString = "M | Cdw BADANBgkghki GOwWOBAQEF
AASCATEWggJdAgEAAOGBALM Q | hghl 4J37xcb+7pf 18YaWCar KBK8BYBI | J
095t f i RSbbKW Et 1MDBhsJCYyFyDI 6/ F2] Of 1CNz+7DVJj | ea8gCpdpE1DOV
hv MAJ X XXr t SulvkX) EWVBgJ/ | t CoGHI a3m+5/ Q zWN | r M uuwj ZHn+l 1XCZV
coURWAgQNE76nAgMBAAECGYALQ 6nf ul cj J+2expN Ur f | yf aAdgsA/ 1xsf R+
JG+FVDV3Yf TAOpnYgqYr NzCh Ty Bwt KW BAQVEePY4bbWKBvV NGs CSd7pwP41 o
2B24f miyKSI Ubj JKx2j QvbLn+kvNu9Tws08ognEf nHz Univy O0h2e PN+6h TUCZ
7] ] aNFI K20ACgQIBAOG] ynEpoTdgFl ul t 2ETc6El WOy Pgll r I INT2QSPMS1i
2xd/ BrPPOPQVEVAhHv 7knLFeLA] Vaf 0QFJ0Set | gYGKCQRDAQ Ri i1 7xbt Os
YM r SWe4ygj SvxCJobldt gyl 1Q2E) f O6wZzd+71 u+pbC2sA2f Ck40YMK Sm
vCQoQuQ RESPAKEALI j Zf G 9mAc YKCFpJL5P38LLI9I dqoASdOby Mpj j 3si wp
gvg3/ TMBg7edNy C2Xq/ 5VITLUSDZr snwZt 1782y Yy QIBAL+4hcZGWMR0yqZY
jwiviNl zz7ypgD2/ z9Q0g/ / rryyEmM aj | LI NHj f a/ GdxyXD95LXpVo93j us5+
g+f aYgh4QMCQE6d0bl zJS9gmKkP6149bBf i OPLFS5MFOT+Vy Xe7zyj GKdr n
T6WJucGTj j dVWML FX1nkMBt Udu9VPnbG YzvoyuM="; public static voi
d main(String[] args) throws Exception { genKeyPair(); [/
?2????/1 String nessage = "df 723820";// String nmessageEn =
encrypt (nmessage, publicKeyString);// Systemout.println(mes
sage + "\t??2??????." + messageEn);// String nessageDe = dec
rypt (nmessageEn, privateKeyString);// Systemout.println("??
?7??7?7?7?." + messageDe); } [** * 227?97?27?7? * * @hrows NoSuch
Al gorithnException */ public static void genKeyPair() throw
S NoSuchAl gorithnException { // KeyPair Generat or ????????7??7
???RSA??7??7?? KeyPai r Gener at or keyPai r Gen = KeyPai r Gener at or
.getlnstance("RSA"); [[ ?2?2???2?7??2?7?7????7?96- 10247 keyPai r Gen
.initialize(1024, new SecureRandon()); [/ ?2?2?2??????7??keyPa
r? KeyPair keyPair = keyPairCGen. generateKeyPair(); RSAPriv
ateKey privateKey = (RSAPrivat eKey) keyPair.getPrivate(); //
?7??? RSAPubl i cKey publicKey = (RSAPubl i cKey) keyPair. getPu
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blic(); // ???? Systemout.println(publicKey.getMdulus());
System out. printl n(publicKey. get Publ i cExponent()); public
KeyString = new String(Base64. get Encoder (). encodeToString(pu
bl i cKey. get Encoded())); [/ ?22?2?2??2?? privateKeyString = new
String(Base64. get Encoder (). encodeToStri ng(pri vat eKey. get Enco
ded())); Systemout.println("??????" + publicKeyString); S
ystemout. println("??????" + privateKeyString); } /** * RSA
???? * * @aramstr ?7?7?7?7? * @aram publicKey ?? *
@eturn ?? * @hrows Exception ?????????? */ public static
String encrypt(String str, String publicKey) throws Excepti
on { [// base64????? byte[] decoded = decoder. decode(public
Key); RSAPublicKey pubKey = (RSAPublicKey) KeyFactory.getln
stance(" RSA") . gener at ePubl i c(new X509EncodedKeySpec(deco
ded)); [// RSA?? C pher cipher = C pher.getlnstance("RSA");
ci pher.init (G pher. ENCRYPT_MODE, pubKey); String outStr =
encoder . encodeToStri ng(ci pher. doFi nal (str. get Byt es(" UTF-8")
)); return outStr; } /** * RSA???? * * @aramstr
?7??7?7? * @aramprivateKey ?? * @eturn ?? * @hrows Exce
ption ?2??2?2???2??? *| public static String decrypt(String str
, String privateKey) throws Exception { [/ 64??2?2?2?2?7?? by
te[] inputByte = decoder. decode(str.getBytes("UTF-8")); [/
base64????? byte[] decoded = decoder. decode(privateKey); R
SAPri vat eKey pri Key = (RSAPrivat eKey) KeyFactory. getlnstance
(" RSA") . gener at ePri vat e(new PKCS8EncodedKeySpec(decoded)
); [/ RSA?? Cipher cipher = G pher.getlnstance("RSA"); ci
pher.init(C pher. DECRYPT_MODE, priKey); String outStr = new
String(cipher.doFinal (inputByte)); return outStr; } public
static byte[] decrypt(byte[] inputByte, String privateKey)
throws Exception { // base64????? byte[] decoded = decoder
.decode(privateKey); [/ base64????? RSAPrivateKey priKey =
(RSAPri vat eKey) KeyFactory. getlnstance("RSA") . gener at eP
ri vat e(new PKCS8EncodedKeySpec(decoded)); [/ RSA?? G pher
ci pher = G pher.getlnstance("RSA"); cipher.init(G pher.DECR
YPT_MODE, priKey); return cipher.doFinal(inputByte); } publ
Ic static byte[] encrypt(byte[] inputByte, String publicKey)
throws Exception { // base64????? byte[] decoded = decode
r.decode(publicKey); RSAPublicKey pubKey = (RSAPublicKey) K
eyFactory. getl nstance(" RSA") . gener at ePubl i c(new X509Enco
dedKeySpec(decoded)); [/ RSA?? C pher cipher = C pher.getl
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nstance("RSA"); cipher.init (G pher. ENCRYPT_MODE, pubKey);
return ci pher. doFinal (i nputByte); }}
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